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Bruce Power Ring Fence Audit

1.0 EXECUTIVE SUMMARY

Audit Rating': Generally Adequate

Enterprise Level Impact: Low

Internal Audit (IA) has completed the Bruce Power Ring Fence Audit as part of OPG's ongoing
commitment to the Ontario Energy Board (OEB). The purpose of this audit was to independently
assess OPG's compliance with the established requirements of the Ring Fence plan (the "Plan”) since
the last audit completed in March 2011. |A also evaluated the design and implementation of significant
changes made to the Plan, if any, during this time period.

Throughout the audit, key stakeholders have demonstrated a high level of awareness of the
confidentiality nature of Bruce Power information. The ring-fence program received consistent and
visible executive sponsorship, which helped set the right tone at the top. A rigorous training program
was established to educate employees on the principles and requirements of the ring-fence program,
and structured escalation procedures were in place to enable the formal reporting and timely resolution
of potential issues.

The audit identified two key findings concerning the timeliness of ring-fence membership and system
access maintenance respectively. While the existing ring-fence program had established periodic
reviewing requirements to address these areas of concerns, audit test results revealed that the
required control activities had not been performed consistently. Going forward, stronger enforcement
of periodic reviews over ring-fence membership and system access is required to prevent the
reoccurrence of similar exceptions. Our review did not identify any instances of inappropriate use of
information resulting from these exceptions, and none of the involved individuals had transferred to
“sensitive” market operations roles during the audit period.

Key inspection and maintenance service agreements between Bruce Power and OPG officially
terminated in June 2011. As a result, OPG had limited access to commercially sensitive Bruce Power
information in the period of the audit. Taking into account the organization’s reduced access to current
commercial information, the nature of the findings and the strengths noted in other key components of
the ring-fence program as mentioned above, enterprise-level impact of the audit results was assessed
to be low.

These findings have been reviewed with management and they have committed to specific action
plans to address these findings. Please see Section 4.0 for specific details of the above findings along
with the associated risk impact, audit recommendations and management action plans.

IA would like to take this opportunity to thank all those who were involved their assistance and co-
operation during this audit.

Approved By:
s
Lou Pollieri
VP & Chief Audit Executive

! Please see Appendix A for ratings definition
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Bruce Power Ring Fence Audit

20 BACKGROUND

The exchange of certain commercially sensitive information (i.e., BP outage information not already in the
public domain and unit condition information) between the two companies could raise issues relating to
OPG's Electricity Generation License and general competition compliance. Accordingly, and in
compliance with OPG'’s Electricity Generation License conditions, OPG has committed to a system of
internal controls to limit access to this information. This system of controls is referred to as a “Ring
Fence”.

As part of OPG’s ongoing commitment to the Ontario Energy Board (OEB), IA will conduct bi-annual
audits of the Ring Fence plan with resuilts reported to OPG Board and the OEB.

3.0 AUDIT OBJECTIVES AND SCOPE

The objective of this audit is to independently assess whether OPG has complied with the Ring Fence
plan requirements since the last audit completed in March 2011. |A will also evaluate changes made to
the Ring Fence plan during the audit period, if any, and determine if changes were appropriate and
implemented effectively.

Key plan components that IA will include in the audit scope are outlined below:

Ring Fence program and governing documents

Roles and accountabilities

Training program

Logical and physical security over ring-fenced information

Classification, receipt, release and disposal of ring-fenced information
Non-compliance handling procedures — investigation, escalation and consequence
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