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While Accenture has strived to be exhaustive in its assessment, expanding TPA to SME data is a topic that 

should be treated as an evolving matter and monitored continually at the IESO. This subject should be 
examined on a consistent basis, particularly as the Ontario’s electricity grid matures within a dynamic 

regulatory environment and alongside the emergence of new and innovative technologies such as AI, GenAI 
and cloud computing. It is recommended that the IESO and SME continue to monitor and investigate up-

and-coming risks and opportunities that may arise in providing TPA to SME data on a regular basis and keep 
these investigations closely integrated within the IESO’s existing risk function on a corporate level. 
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Figure 3: The four perspectives that were used to perform the investigation. 

 

1. Utilities Industry Perspective 
Assessed how smart meter data is used internally at IESO and within the market. In 
addition, the investigation included how similar consumer-level datasets from adjacent 
industries can be used by third parties. This study included but was not limited to:   

a. Market participants & market settlement (e.g. in the context of calculation engines 
such as TRA, DSO/DAOS, MRP) 

b. Industry-specific data models (e.g. Microsoft and formerly ADRM Software)  
c. Raw AMI 1.0 & 2.0 data (e.g. next-gen metering, 15min interval data) 
d. Applications of big data analytics & machine learning in Transmission & 

Distribution systems (e.g. electricity market applications such as price & load 
forecasting, wide-area monitoring, customer and event classification, demand 
management, business expansion planning, microgrid and resilience strategies) 

e. Upcoming market trends in Ontario and Canada (e.g. MRP at IESO, DERs, 
electrification, digitization, DSOs, decarbonization efforts, ESG reporting) 

f. Insights from other related industries (e.g. government and census data) 
 

2. Data Science & AI-Enablement 
Investigated the smart meter data from a data analytics & AI lens. Assessed how data 
science techniques can be used to infer patterns in the AMI data (e.g. customer usage, 
behavior patterns). In addition, assessed how GenAI and AI can interrogate the smart 
meter data (and metadata) to enable malicious uses as well as opportunities, when 
combined with external datasets. This study included but was not limited to: 

a. Combination of smart meter data with external datasets (e.g. weather, Environics 
data, marketing profiles, demographic) 

b. Analysis of smart meter data with GenAI (interrogation of AMI data, insights 
analysis for malicious use/risks/opportunities, combination with external datasets) 
& data science (e.g. synthetic data generation, pattern inference of AMI data) 

c. Data de-anonymization techniques of smart meter data (e.g. load disaggregation, 
customer de-anonymization) 
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The impact criteria for this assessment are defined as follows: 

1. Insignificant: negligible impact, no noticeable effect to the IESO, SME, market
participants and/or general public

2. Minor: small impact, minimal disruption to the IESO, SME, market participants and/or
general public

3. Moderate: noticeable impact, manageable disruption to the IESO, SME, market
participants and/or general public

4. Significant: major impact, substantial disruption to the IESO, SME, market participants
and/or general public

5. Critical: severe impact, extensive disruption to the IESO, SME, market participants and/or
general public

The likelihood criteria for this assessment are defined as follow: 

1. Rare: 0% to 5% likelihood of occurrence within the next 5 years

2. Unlikely: 5% to 35% likelihood occurrence within the next 5 years

3. Possible: 35% to 65% likelihood occurrence within the next 5 years

4. Likely: 65% to 90% likelihood of occurrence value within the next 5 years

5. Almost Certain: 90% to 100% likelihood of occurrence within the next 5 years

It should be noted: while risks are assessed in terms of probability, impact and severity, the 
opportunities are simply categorized as “High”, “Medium” and “Low” in terms of their potential. 
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Through the investigation into the AUDM for Utilities (and taking into account broader power & 
utilities industry data model considerations), it does not appear that the aggregated SME data 
poses any significant risk to the IESO or SME in a third party being able to meaningfully integrate 
the aggregated SME data into a detailed and operational utilities data model (e.g. within a digital 
twin of the electrical grid). The SME data that may be provided through expanded TPA is done so 
at an aggregated level and limited to only four fields (postal code, customer type, pricing type, 
hourly consumption). Referring to Figure 6, there is not sufficient information in the aggregated 
data to identify a specific meter through either a Meter Id, Geo Location Service Point Id, Meter 
Deployment Id, Billing Account Usage Id, or other. As a result, the aggregated SME data may 
provide limited value to third parties who are looking to integrate it into a detailed virtual 
representation of the physical grid to better understand grid operations or specific residential 
and small commercial consumption patterns.  
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 Figure 7: Future offer, bid and data input processes for the MRP calculation engines. The 
demand forecast—relevant to consumption data for the province that is partly captured through 

residential and small commercial smart meter data—is highlighted in yellow in the lower left. 
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Figure 10: The detailed opportunities that have been uncovered as part of this study.
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can help anticipate peak loads and incentivize off-peak charging offers for electric load 

distribution and reducing grid strain during peak times. Partnerships with real estate 

development firms, for example, can leverage SME data to inform zoning and infrastructure 

development decisions, aligning with population growth and trends. Additionally, alliances 

with academia and research institutions can drive innovation and research in the electricity 

sector, market design, and net-zero initiatives. By fostering a collaborative ecosystem, the 

IESO can position themselves as leaders in the market enhancing influence in the energy 

sector.
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been described as well. The assessment of the risks within the context of the IESO’s existing risk 

framework provide the IESO with a starting point to continue with conducting an introspective 

study and triaging each of the uncovered items accordingly.  

The key questions that were mentioned earlier in this report and identified to be top of mind for 

the IESO and its Board of Directors are once more addressed:  

• Key Risk Questions: 

1. “Can third parties use aggregated SME data to better model the power flows on the 

grid and find vulnerabilities?” 

Likelihood: unlikely. Aggregated and anonymized smart meter data in and of 

itself does not provide significant value to the virtual recreation of a holistic digital 

grid. Using aggregated SME data in isolation to have better demand forecasts and 

better model the power flows undermine the complexity of grid control systems in 

place at the IESO (security, access credentials, regulatory requirements, control 

mechanisms, etc). The probability of third parties wrestling control of the grid 

away from the IESO based solely on expanded TPA to aggregated SME data is 

rather low, and expanding TPA to SME data does not significantly increase the risk 

profile of this existing risk to the IESO. 

2. “Can third parties use the SME data to gain an unfair market advantage by 

understanding zonal constraints?” 

Likelihood: unlikely. This report has explored several edge cases where market 

participants can exert market power or leverage their influence over transmission-

constrained zones in the province to favorably benefit their market settlement 

based on accurate demand forecasts. While aggregated SME data may provide 

insights into historical zonal demand patterns across the province, the information 

that is provided does not include real-time insights and would be of limited value 

for real-time decision making such as entering bids and offers in the settlement 

process. Furthermore, the IESO‘s Market Assessment and Compliance Division 

(MACD) regularly provides market oversight and compliance to market rules and 

activity of market participants. As a result, the likelihood of market participants 

exerting market power, gaming settlement prices or holding back supply to 

influence electricity spot prices based on expanded TPA to SME data remains 

quite low. 

3. “Can third parties who have access to sophisticated AI and existing personal data 

leverage the aggregated SME data to re-personalize data?” 

Likelihood: unlikely. While modern AI and GenAI solutions have the capability to 

analyze large datasets and generate insights that may not be as readily apparent 

through more traditional analysis methods, they still often require a human-in-the-

loop to act upon these insights and enable their outcomes (ie. AI systems do not 

tend to operate in autonomous, unregulated manners in modern society and 

application). Meanwhile, the use of AI and GenAI has been coming under greater 

public scrutiny as of late, which has led to more stringent regulatory oversight and 

global laws to ensure responsible and ethical AI practices and prevent the misuse 

of such AI and GenAI solutions. From this perspective, expanding TPA to 

aggregated SME does not appear to increase the risk profile of the IESO to the 
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misuse (or malintent use) of AI systems on aggregated SME data, further than what 

the current risks exists today for the IESO and its data as a whole. Furthermore, it 

should be noted that third parties who receive access to the SME data would still 

require to be triaged through the TPA request process and enter into a DUA, two 

mechanisms that would ultimately help control how the SME data can and can’t be 

used once it’s made available to third parties. 

• Key Opportunity Questions to Address:

1. “Can expanding TPA to SME data spur new business opportunities within Ontario

(e.g. new energy programs for residential customers) and put money back into

ratepayer pockets?”

Likelihood: almost certain. Expanding TPA to SME data has a high potential to

accelerate new business initiatives across the province and provide rate relief

through incentive programs and customized energy solutions to Ontario

electricity ratepayers. Access to SME data can enable the development of new

smart home technologies, energy efficiency programs and incentives and cost

savings opportunities for residential and small commercial customers. In addition,

investments in energy efficiency technologies based off more accurate, zonal

demand forecasts can lead to long-term savings and lower electricity rates for

consumers. Overall, the likelihood of this key opportunity question is high.

2. "Can expanding TPA to SME data drive further competition amongst market

participants in the Ontario electricity market and help drive down electricity prices

for customers?”

Likelihood: possible. Access to aggregated SME data at the zonal level can help

incentivize current market participants to enhance their bid and offer strategies in

the market settlement process. With information that can lead to more accurate

demand forecasts at the residential and small commercial level, suppliers (and

large consumers) of electricity can optimize energy generation and usage and

help implement more precise demand response initiatives. In turn, this should

help lower operational costs and thus electricity prices. The likelihood of

expanded TPA to SME data driving further competition amongst market

participants and helping lower electricity prices for customers is very possible.

3. “Can expanding TPA to SME data help the IESO maintain business relevance within

the evolving and dynamic power, energy & utilities sectors in Canada and across

North America?”

Likelihood: likely. The IESO and SME are in a unique position with the expansion

program to foster innovation, promote industry collaboration and position

themselves as leaders in the ecosystem when it comes to data sharing and

empowering utility market players with a customer-centric approach. The IESO

can leverage the expansion program as a means to extend its influence and

relevance across the Ontario energy sector, particularly as it strives to encourage

new development and investment in a more modern grid. The likelihood of this

initiative to increase the prominence of the IESO within the Canadian utility sector

is probable.
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outputs. Furthermore, should the SME data be provided to third parties that operate 

internationally, the IESO and SME may face scenarios where they are entering into DUAs 

with international third parties who are subject to international policies and regulations. 

This includes, but may not be limited to: the AI Act within the European Union that is 

expected to come into force in 2024 and be fully applicable around 2026; consumer data 

privacy acts such as various state-level data privacy laws that are currently in place across 

various states in the United States; the General Data Protection Regulation (GDPR) data 

privacy law in the European Union; as well as various other international and country-

specific laws and regulations. By keeping the DUA at the IESO and SME up to date and 

regularly evolving, the IESO and SME help mitigate the risks associated with its terms and 

conditions becoming subject to international scrutiny and can help ensure compliance 

with various evolving regulatory standards around data and AI. 

• Integrating SME Data Risks within Existing Enterprise Risk Management  

Lastly, it is recommended that the IESO and SME also consider integrating various risks 

associated with SME data and the expansion of TPA to SME data from this assessment into 

the IESO’s existing enterprise risk management framework. By doing so, the IESO can not 

only enhance its ability to identify and mitigate potential risks associated with expanded 

TPA to SME data, but also understand these perceived risks in the context of the IESO’s 

corporate agenda. This effort would entail looking at the findings of this report and further 

refining the impact level, likelihood and perceived severity of the risks that have been 

captured in this assessment—as well as those that may not have been and will continue to 

emerge through time—and analyzing them from strategic, operational and project-level 

perspectives for both the IESO and SME. There is an opportunity for the IESO and SME to 

further build out its awareness of the risks and opportunities around data sharing (beyond 

just expanded TPA to SME data) with this assessment and continue to ensure that both the 

IESO and SME have a solid foundation and strong protections in play to maintain a net-

neutral change in risk profile once the expansion of TPA to SME data takes place. 
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